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Abstract. The Bitcoin Lightning Network, launched in 2018, serves as a
layer 2 scaling solution for Bitcoin. The Lightning Network allows users
to establish channels between each other and subsequently exchange off-
chain payments. Together, these channels form a network that facilitates
payments between parties even if they do not have a channel in common.
The Lightning Network has gained popularity over the past five years as
it offers an attractive alternative to on-chain transactions by substantially
reducing transaction costs and processing times. Nevertheless, due to
the privacy-centric design of the Lightning Network, little is understood
about its inner workings. In this work, we conduct a measurement study
of the Lightning Network to shed light on the lifecycle of channels. By
combining Lightning gossip messages with on-chain Bitcoin data, we
investigate the lifecycle of a channel from its opening through its lifetime
to its closing. In particular, our analysis offers unique insights into the
utilization patterns of the Lightning Network. Even more so, through
decoding the channel closing transactions, we obtain the first dataset of
Lightning Network payments, observe the imbalance of channels during
the closing, and investigate whether both parties are involved in the
closing, or one closes the channel unilaterally. For instance, we find nearly
60% of cooperatively closed channels are resurrected, i.e., their outputs
were used to fund another channel.
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1 Introduction

The inception of Bitcoin in 2008 marked the creation of the first decentralized
cryptocurrency. While the introduction of Bitcoin permanently impacted the
way society regards money and finance, cryptocurrencies such as Bitcoin are
also known for their extremely small throughput. To tackle this issue, payment
channels were introduced [27,19,23,10,12,18]. The idea is that instead of settling
every transaction on the Bitcoin blockchain directly, Alice and Bob create a
payment channel between each other on the blockchain and lock an amount of
BTC in the channel, namely, the channel capacity. With the payment channel,
Alice and Bob can exchange payments directly. Even more, multiple payment
⋆ The authors of this work are listed alphabetically.
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channels together form a payment channel network that allows users to route
their payments across various channels. Thus, users are not required to set up
a channel with every individual they wish to exchange payments with but can
take advantage of the existing network of channels. To compensate the owners
of channels involved in facilitating a transaction, transactions pay a small fee.
The Lightning Network is a payment network implementation on top of Bitcoin.
Nodes in the Lightning Network gossip with each other to exchange information
about the nodes and channels in the network. For example, when Alice and Bob
create a payment channel between themselves, they might choose to announce
the channel in the network such that other nodes in the network know about this
channel and can potentially use it to route their transaction. Thanks to these
messages, the size and structure of the public network, that is, nodes and channels
that announce themselves, is generally well understood. There are currently more
than 13,000 nodes with 50,000 payment channels that hold over 70M USD [3].

Privacy for payments is a key component of the Lightning Network. When
Alice sends a payment to Charlie, the Lightning Network is designed so that no
other node should be able to know the source and the target of the payment,
even if they were involved in routing the transaction. Thus, little is understood
of the network’s activity and usage as most transactions are not broadcast
on the Bitcoin blockchain but rather kept between the two endpoints of a
channel [28,15,13]. We show that despite these mechanisms, we can extract
information on the usage of Lightning channels by analyzing the traces left
in gossip messages from the Lightning network and Bitcoin transactions that
manage these channels on the blockchain. We do so by matching transaction
outputs with the possible transaction blueprints provided by Lightning and
identifying the code paths used to claim funds from these outputs. This can
tell us, among other things, whether a channel was closed cooperatively, if one
party tried to steal funds by broadcasting an old state to the blockchain, or if
the output of a closed channel was used to open a new one.
Contribution. We present an empirical study of the lifecycle and usage of
Lightning Network payment channels. Through an analysis of off-chain Lightning
gossip messages and on-chain Bitcoin data, we provide the following insights:

– Our longitudinal study of channel openings over time quantifies the number
of channels opened, the size of channels, and the proportion of publicly
announced channels.

– Through an analysis of gossip messages, we reason about the usage of channels
during their lifetime and find indicators to predict the direction of the net
flow of routed payments in a channel.

– The traces of a channel’s closing transaction further allow us to quantify the
sizes of any unsettled Lightning Network payments at the time of the closing.
We obtained, to the best of our knowledge, the first dataset of Lightning
payment sizes comprising 21,168 payments.

– Our in-depth study of channel closings reveals the channel imbalances at
the closing time and the closing type, e.g., whether the channel was closed
unilaterally or cooperatively.



On the Lifecycle of a Lightning Network Payment Channel 3

2 Lightning Network

The Lightning Network is a layer 2 protocol designed to scale Bitcoin: a network
of bidirectional payment channels enables off-chain transfer of Bitcoin. Each
payment channel established by two nodes in the network represents an edge
in the network and allows them to exchange payments by agreeing on updated
channel states. In practical terms, each channel has a fixed amount of Bitcoin
known as its capacity, which remains constant throughout its operation. However,
the ownership distribution of Bitcoin within the channel can change with each
transaction. For example, if node A sends node B an amount x of Bitcoin, the
balance on A’s side of the channel decreases by x, while the balance on B’s side
increases by the same amount.

The underlying mechanism that enables this balance updating process without
requiring on-chain transactions is the creation of off-chain commitments. These
commitments are essentially signed transactions that reflect the updated balances
of the channel but are not broadcast to the Bitcoin blockchain unless the channel
is closed. This off-chain nature significantly reduces the load on the Bitcoin
blockchain, enabling faster and cheaper transactions. When a payment is made
over the Lightning Network, it can be routed through multiple channels to reach
its final destination. This is possible due to the interconnected nature of the
network, where multiple channels between various nodes form a complex web.
Payments can thus be routed across the network, from the sender to the receiver,
through intermediary nodes that facilitate the transaction. Each intermediary
node deducts a small fee for forwarding the payment, providing an economic
incentive to participate in the network.

Importantly, the Lightning Network enables instant and low-cost transactions.
The network is further designed to protect the privacy of transactions. Since
transactions occur off-chain, they are not recorded on the Bitcoin blockchain,
enhancing user privacy. In addition, the origin and destination of transactions
routed through the network are difficult to trace for an observer, adding an extra
layer of privacy.

2.1 Channel Lifecycle

A payment channel in the Lightning Network is created through a funding
transaction, maintained/updated by commitment transactions, and closed by
a closing transaction. Generally, only the funding and closing transactions are
validated on-chain. Commitment transactions, on the other hand, are held by
the nodes involved in the channel and only posted on-chain when a channel is
unilaterally closed by one party. The unilateral closing of a channel leads to a
timelocked output for that party’s funds.
Funding Transaction. A funding transaction is a Pay-to-Witness-Script-Hash
(P2WSH) transaction using a specified script for the output, which represents
the channel [23]. Thus, on the Bitcoin blockchain, a Lightning Network channel
is represented by a single P2WSH output containing the hash of a 2-of-2 multi-
signature scheme as the locking script. We also refer to this as the multisig
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Fig. 1: Two exemplary funding transactions. Cooperative closings spend the 2-
of-2-multisig output from the funding transaction and do not have a locktime,
while commitments use the locktime field to encode the commitment number. By
analyzing the outputs from the commitment, we can classify them into multiple
types; some of them are used to send funds to the owner of the commitment (after
some timeout), while others represent HTLCs or enable fee bumping. Following
the local output for the commitment owner to the spending transaction lets us
identify whether the commitment has been revoked. We further analyze whether
outputs were used to directly fund other channels. Here, the funding transaction
in Example 1 has a change output that funds another channel (i.e., Example 2).

or channel address. The transaction can generally have multiple outputs, with
some of them taking the role of “change”. The script for the funding transaction
is defined as follows:

Script Funding

1: 2 <pubkey1> <pubkey2> 2 OP_CHECKMULTISIG

The two public keys correspond to the private keys held by the two channel
endpoints, and the output can only be spent when both agree. Importantly,
transactions of this kind are not unique to Lightning channel openings [15] but
heuristics to identify private channels have been developed (cf. Section 3).
Closing Transaction. A channel is can either be closed cooperatively or non-
cooperatively. If the channel is closed cooperatively, both parties agree on channel
balances and jointly decide to close the channel. Both nodes sign a closing
transaction that spends the channel funds to their respective wallets. As soon
as the transaction is confirmed on the blockchain parties can spend their funds.
Otherwise, if the channel is closed non-cooperatively, the party wishing to close
the channel submits a commitment transaction to the blockchain. The other
node is then given a time window to revoke that transaction (in case an old
commitment transaction was submitted that does not reflect the latest status
of the channel balances, referred to as prior state cheating). If the commitment
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transaction becomes revoked, all channel funds are awarded to the revoking node
as a punishment for not following the protocol. If, however, the time window
expires without a revocation, the node can spend the channel funds according
to the balances from the submitted commitment transaction.
Commitment Transaction. Commitment transactions update the channel
balances, and the most recent commitment transaction always represents the
current balances between the channel’s nodes. These commitment transactions
are usually not published on-chain and, thus, allow for fast and inexpensive
Bitcoin transfers inside the channel without needing to pay fees on the Bitcoin
blockchain. Further, the channel participants sign each commitment transaction.
Thereby, invalidating the previous commitment transaction which is essential as
it allows for any old commitment transaction to be revoked. A commitment
might be broadcast for various reasons. For example, when one channel party
is unresponsive and the other wants to recover its funds. In this case, the
broadcaster has to wait for a timeout to pass before they can access their funds,
giving the other party time to invalidate an outdated and replaced commitment.
This is referred to as prior state cheating and results in all funds being given
to the party that invalidated the outdated commitment. If no such invalidation
takes place, the funds can be accessed by the broadcaster after the timeout.

3 Data Collection and Classification

We collect data from the Lightning Network gossip data as well as the Bitcoin
blockchain data. Our data ranges from 1 January 2019 to 23 September 2023,
but utilize shortened data ranges for parts of the analysis.
Bitcoin Blockchain Transactions. To gather Bitcoin transactions related
to channel openings and closings, we utilize the Blockstream Esplora API [2].
In particular, we start with public channels that are announced through gossip
messages and retrieve their funding transactions. These are used as a starting
point for the private channel discovery and to scan their transaction outputs for
usage in later transactions. As most outputs are of type P2WSH as specified in
the protocol, the locking scripts are concealed until their usage as a transaction
input. Therefore, starting from the funding transactions, we scan all outputs and
their usages to detect the closing and spending transactions to infer the type of
the transaction output and store further details such as the block height and
time the following transaction took place.
Private Channel Detection. While public channels announce themselves
through gossip messages, private channels are never gossiped about publicly.
Various heuristics for private Lightning channel detection exist [20,14,26]. These
are primarily focused on identifying potential funding transactions. We use the
following heuristic proposed by Kappos et al. [15] to identify these channels and
calculate associated statistics:
1. We apply the “Property Heuristic” to identify Bitcoin transactions that are

likely used as Lightning funding transactions. The heuristic includes checking
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Fig. 2: Weekly number of public and
private channel openings.
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Fig. 3: Private and public channel
opening sizes.

the number, size, and kind of transaction outputs, as well as their compliance
with the Lightning specification.

2. To identify private channels, we employ the “Tracing Heuristic” that detects
“peeling chains” – sequences of channel opening and closing transactions
that are linked within the Bitcoin transaction graph. This heuristic tracks
the flow of funds by following the closing and change outputs of channel
funding transactions to determine if they are reused in subsequent channel
funding transactions. Such reuse suggests that a single entity is involved
in both channels. The heuristic can also be applied in reverse to trace the
origins of the funding inputs. Channels identified through this method that
do not appear in the Lightning Network’s gossip protocol data are classified
as private, as they are not publicly announced.

Given that we lack information about whether these channels map to any nodes
in the publicly accessible network, we limit ourselves to deriving statistics based
solely on on-chain data.
Transaction Output Classification. To deduce the output type, we evaluate
the locking script and cross-reference it with known output types within the
Lightning specification [1]. These types encompass local outputs, which represent
funds time-locked for the commitment owner, remote outputs, allocated to the
other channel party for direct spending, HTLCs designed for non-confirmed
transactions, and anchors enabling fee bumping. In the case of local outputs,
we further investigate the path employed for script unlocking, enabling the
assessment of potential revocations in instances of prior state cheating. Outputs
that remain unspent are categorized as unspent, as their output type cannot be
inferred without a spending transaction that provides the witness data.

4 Channel Lifecycle

4.1 Channel Opening

The life of a channel begins when its funding transaction is created. In Figure 2,
we show the weekly number of public and private channel openings. In 2020,
there were consistently around 5,000 channel openings per month. There is a
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notable increase in 2021, reaching 15,000 monthly openings, ahead of a slight
decline. The increase and subsequent decline in nodes could be related to the
adoption of Bitcoin as a legal tender in El Salvador on 5 June 2021 [4]. Other
reasons could also factor in, for example low transaction fees could incentivize
the opening of new channels. However, especially the uptick of new channels
in the beginning of 2021 coincides with rising transaction fees, which counters
this argument. Beyond this timeframe, we could also not find a significant
correlation. Throughout the period we investigate, private channels constituted
approximately 22% of all channel openings. Figure 3 further visualizes the channel
sizes for private and public channels. We consider the amount of Satoshis (1
Satoshi = 10−8 Bitcoin) locked in these public and private channels over the
entire timeframe. These channels vary widely in size, ranging from four to eight
digits of Satoshis, which, as of May 2024, one Satoshi is less than a thousandth
USD. Interestingly, private channels tend to have lower average volumes. The
reasons for this could be attributed to factors such as specific use cases, privacy
considerations within the network, or user preferences when engaging in private
channel transactions.

4.2 Channel Lifetime

In the following, we focus on the lifetime of the channels. We start by investigating
the size of the Lightning Network in terms of the number of active nodes (cf.
Figure 4a) and the number of active channels (cf. Figure 4b). We consider a
node to be active if it is involved in at least one open public payment channel.
Importantly, for nodes, we only identify public nodes as private nodes are not
active in the gossip network. From the start of 2019 until the end of our data
period, i.e., 1 July 2022, we observe that the number of active nodes is generally
increasing. Notably, there is a significant increase in mid-2021 and a significant
drop in the number of nodes in early 2022. Again, we speculate that this could
be due to the usage of the Lightning Network in El Salvador. Further, the
drop in the number of active nodes in 2022 coincides with an unusually high
number of channels closing during that time period (cf. Section 4.3). We note
that the number of active nodes peaked at around 12,500 at the beginning of
2022 and dropped to just over 7,500 by mid-2022. Similarly, the number of
active channels, namely, the number of open channels, is increasing during our
data period. However, less so than the number of nodes — indicating that the
average node is involved in fewer public channels in mid-2022 (with four) than at
the beginning of 2019 (with six). The number of public channels peaked at over
45,000 in early 2022. For the channels, we also include the number of private
channels and observe that the number of private channels is always less than 20%
of the number of public channels. Further, the proportion of private channels
peaked in early 2021 and has decreased since then. We further notice a small
discrepancy between the proportion of private channel openings (cf. Figure 2)
and their proportion of the network. This discrepancy is a result of the short
channel lifetime of private channels as we will see in Section 4.3.
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Fig. 4: Number of public nodes (cf. Figure 4a), as well as public and private
channels (cf. Figure 4b) over time.

Gossip Message Analysis. We continue by investigating the gossip messages
broadcast on the network. Due to gaps in the lngossip [9] dataset, we restrict the
following analysis, which depends on these network messages, to a period without
gaps, i.e., 1 January 2020 to 1 July 2021. Recall that there are several types of
gossip messages, we focus on channel_update messages here. In more detail, we
study the channel updates and analyze whether they give us any insights into
traffic patterns in the network. We start with the frequency of channel updates.
Every time either channel side adjusts the fees and parameters used for routing,
they will broadcast a channel_update message in the network. Our analysis
considers such a message to be an update if the parameters are not identical
to the previous message. Figure 5 plots a histogram of the mean daily number
of channel updates during their lifetime. On average, the channels have 0.69
daily updates, while the median is only 0.05. This discrepancy by a factor of
ten between the mean and the median indicates an extremely skewed dataset.
That is, there are few channels with many updates and many channels with
little to no updates. However, updating channel parameters can be essential to
optimize participation in routing. For one, the channel parameters need to be
competitive to attract traffic, but just as importantly, the channel parameters
are used to avoid the channel becoming depleted by guiding payment flow
in the right direction. Note that once a channel active in routing becomes
depleted, it is generally closed and reopened, which is costly. Thus, frequent
channel updates can indicate that the channel is being actively used in routing
transactions through the Lightning Network. We, however, find that only 8.9%
of the public channels update their parameters at least once per day on average
and would expect at least one update per day for channels that forward a couple
of transactions per day on average. The 99th percentile of channels update their
parameters at least 14.7 times a day. We thus believe that these channels actively
participate in forwarding transactions through the network.
Channel Fees. When updating the fees for routing, nodes specify a base (i.e.,
a flat rate charged per transaction) and a proportional (i.e., a rate charged
proportional to the transaction size) fee. We will now focus on the proportional
fee, as one method of rebalancing a depleted channel is fee management. If one’s
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outbound liquidity is getting low, a strategy is to increase the fees to disincentive
nodes from using your outbound liquidity. The opposite could be done at the
other channel end. Thus, the proportional fee moving in opposite directions
could hint at the net direction of transactions sent through the channel as well
as the liquidity imbalance of the channel. To test this hypothesis, we consider
all channels with at least 100 updates from either side and plot the correlation
between the proportional fee time series from both sides in Figure 6. We find
that both the mean and median of the proportional fee correlation across the
analyzed channels are negative — in line with our hypothesis. However, there
are also channels with a strong correlation between the proportional fees from
either side over time. This could be a sign that both channel sides want traffic
regardless of the direction and rely on other rebalancing strategies.

HTLC Analysis. Our preceding analysis provides insight into which channels
might be involved in routing and the possible direction of flows in channels that
we learn by analyzing the gossip messages. However, while the gossip messages
allow us to reason about the traffic in the network, they do not offer precise
information about the transactions routed through the network. The design
of the Lightning Network aims to prevent this information from ever being
revealed, but there is an exception during the channel closing. Hashed timelock
contracts (HTLCs) are the centerpiece of every Lightning Network payment, as
they allow for secure and atomic, that is, the entire transaction succeeds or fails,
routing through the network. We note that HTLCs are used for both single-
hop and multi-hop payments. Importantly, an HTLC represents an unconfirmed
transaction, and its size thus corresponds to that of said transaction. In rare
cases, these HTLCs are settled on-chain, where the HTLC is not consolidated
before the channel is closed. Thus, in these cases, we can observe the size and
number of transactions in the channel. In Figure 7, we present an analysis of
exactly these HTLCs. In total, we observe 20,804 unconfirmed HTLCs in public
channel closings and 364 in private channel closings. Figure 7a visualizes the
number of unconfirmed HTLCs per channel during the closing. For the vast
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Fig. 7: Number of unsettled HTLCs (cf. Figure 7a) and Figure 7b).

majority of channels, 96% of public and 99% of private channels, there are
no unconfirmed HTLCs when the channel is closed. For private channels, all
remaining channels have precisely one open HTLC. While it is not immediately
clear that these are all single-hop payments, it is highly likely to be the case given
that none of the 364 private channels with unsettled HTLCs have more than one
unsettled HTLC, which is more likely to happen when the channel is involved in
routing transactions. Finally, these unsettled HTLCs offer a unique insight into
the size of Lightning transactions. Figure 7b plots the size of these HTLCs for
public and private channels. We start by noting that the HTLCs greatly vary in
size and that those unsettled HTLCs we observe for private channels are larger
than those in public ones on average. The average HTLC size in private channels
is 360,000 Satoshis, whereas it is 230,000 Satoshis in public channels. This could
be related to the fact that a larger proportion of unsettled HTLCs in private
channels represent single-hop payments. That is, the parties went through the
effort of setting up a channel as they were expecting to exchange funds, as
opposed to multi-hop payments, where the parties use the existing network to
exchange funds. We further notice that there are peaks for the transaction sizes.
Many HTLCs are close to round numbers such as 1,000, 2,000, 3,000, or 10,000,
indicating that individuals are generally more likely to send payments with these
“round” sizes through the network. The amounts are usually a few Satoshis larger
than these multiples, which could be due to fees added on top.

4.3 Channel Closing

We proceed with an analysis of the end of the channel lifetime: its closing.
Figure 8 provides an overview of channel lifetime for public and private instances.
Generally, their distribution follows a similar trend. However, extremely short-
lived channels make up a more significant proportion of private channels, whereas
long-lived channels account for a bigger proportion of public channels. Thus, the
average lifetime of public channels is 143 days, which exceeds the average lifetime
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of private channels at only 125 days. Potentially, some private might have been
opened for testing or rebalancing purposes and were thus not announced publicly.
Closing Frequency. In Figure 9, we plot the weekly number of channel closings
for public and private channels over time. While initially, private channels take
up a larger proportion of channel closings, the number and distribution of channel
closings is relatively stable until mid-2021 with approximately 1,000 channel
closings per week. From then on the number of channel closings starts to increase
and stabilizes at more than 2,000 weekly channel closings. With one week in mid-
2022 exhibiting an abnormally high number of (private) channel closings at more
than 6,000. We previously noticed this spike in channel closings due to a drop
in the number of nodes and channels in the network at this time (cf. Figure 4).
Closing Types. In the following, we investigate the closing type of channels.
Recall that we distinguish between two different types: cooperative and unilateral
(through a commitment transaction). Cooperative closings are bilaterally agreed
upon by both channel endpoints through an on-chain transaction. In this case,
all funds locked in the channel are directly accessible to both parties. In this case,
the number of channel outputs is either one, i.e., all channel funds are with one
party, or two otherwise. We will identify the first case as coopx1 and the second
case as coopx2 throughout. For unilateral channel closings, one party publishes
a commitment on the blockchain. The party then has to wait for the passing of
a timelock before the funds can be accessed. The timeout allows the other party
to publish a revocation if an outdated commitment was published. For closings
that were not revoked, we differentiate between three cases by the number of
types of outputs: local, local + remote, and remote (cf. Section 2.1). With
local, we identify all unilateral closings, where all funds are with the party
that submitted the commitment, and the output has a timelock. With remote,
we denote channels that only have one remote output, which does not have
a timelock and can be spent immediately by the party that did not submit a
commitment. In the case of local + remote, both outputs exist. Finally, we
group all revoked unilateral closings as revoked regardless of the number and
type of outputs given their sparse occurrence. Figure 10 visualizes the share
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Fig. 10: Closing outputs for public and private channels. local, local +
remote, remote, and revoked are types of unilateral channel closings, coopx1,
and coopx2 cooperative channel closings. revoked closings are extremely rare.

of these aforementioned channel closing types for public and private channels,
respectively. For public channels (cf. Figure 10a), cooperative closings make up
the biggest proportion. Together, they account for more than 50% of all closings,
of which cooperative closings with two outputs, denoted as coopx2, are 60%
and those with one output, coopx1, are 40%. Interestingly, a more significant
proportion of channels is closed cooperatively with two outputs than with one
at the end of our collection window as opposed to the beginning. Thus, by
mid-2022, channels are closed before either side is entirely depleted. Unilateral
closings make up slightly less than half of all closings for public channels. For
these, the proportion of closing with a single timelocked output, i.e., local,
is initially significant and declines over time, whereas those unilateral closings
with two outputs, i.e., local + remote, increase over time. With slightly less
than 10% of all closings, unilateral remote closings make up a surprisingly large
proportion given that the channel party that will not receive any funds goes
through the effort of unilaterally closing the channel. Overall, we notice that by
the end of our data analysis period, more public channels are closed before they
become entirely unbalanced than in early 2019. Finally, we note that revocations
are extremely rare, with a mere 103 observed during our data collection window
and thus not visible in Figure 10a.

Private Channel Closings. For private channels (cf. Figure 10b), we observe a
different pattern. Cooperative closings also make up around 50% of closings, but
the relative increase in those with two outputs cannot be observed. Unilateral
closings also account for around 50% of closings over time. Here, unilateral
closings are almost equally split between those with a single remote output and
those with a single local output. Furthermore, the variations in the relative
proportions of channel closings are minimal, especially in comparison to the
public channels. Finally, as with public channels, revocations are extremely rare,
with 78 occurrences during our time window. A further question is whether the
channels are reopened, i.e., whether the channel closing is a means to rebalance
the channel on-chain. We find that for 35% of the closed public channels, at least
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one of its outputs was used to fund another public channel. In contrast, only 14%
of closed private channels fund another private channel. The reopenings are even
more pronounced when only considering cooperatively closed channels. 56% of
closed public channel outputs refund a channel and 33% for private channels.

5 Related Work

Lightning Network Topology. A line of research studies the topology of the
Lightning Network. From a theoretical point of view, multiple works study the
strategic placement of nodes to route transactions and maximize fee collection
efficiently [8,5,11]. Avarikioti et al. [6] further game-theoretically study the Nash
equilibrium topology of the Lightning Network. From an empirical point of
view, Seres et al. [25] and Lin et al. [17] present early measurement studies
of the Lightning Network topology using Lightning Network gossip messages
and comment on high centralization in the network. Subsequent work by Zabka
et al. [29] takes an in-depth look at the network’s centrality to find that the
Lightning Network’s centrality is increasing. As opposed to investigating the
Lightning Network topology, we focus on investigating the lifecycle and usage
of the Lightning Network payment channels. Zabka et al. [30] analyze Lightning
Network gossip messages to analyze the Lightning Network in further detail.
Their work reveals the client implementations used by nodes in the network, as
well as their geographical location. Our work combines these gossip messages
with on-chain data to investigate the various stages of a channel’s lifetime.
Lightning Network De-Anonymization. Multiple works have investigated
to what extent Lightning Network de-anonymization is possible. Herrera et
al. [14] employ probing transactions to unveil channel balances, while Tikhomirov
et al. [26] de-anonymize network participants. Romiti et al. [24] conduct a cross-
layer analysis, combining off- and on-chain data, to de-anonymize participants
in Lightning channels. In a similar fashion, Kappos et al. [15] and Nowostawski
et al. [20] leverage the on-chain data not only to de-anonymize participants but
also to identify private channels. We leverage these heuristics to identify private
channels and analyze the lifecycles of both public and private channels. Our
analysis reveals channel usage patterns, which were previously unexplored.
Rebalancing. Imbalanced channels are a challenge in the Lightning Network,
as they only allow payments to flow in one direction. While the most simple but
costly solution to rebalancing a channel is to close and reopen the channel, other
(off-chain) rebalancing solutions have been studied and proposed [21,16,7,22].

6 Conclusion

Previous Lightning Network measurement studies mainly focused on the network
topology and network overview statistics, given the privacy protection for transfers
in the network. We leverage data leaked through fee updates and on-chain
channel closings to extend the understanding of the usage of the Lightning
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Network by providing further insights into the lifecycle of channels. Our analysis
is the first to reveal insights into the usage of private and public payment channels
(e.g., routing, rebalancing, etc.) in combination with an analysis on whether
channels are closed cooperatively or unilaterally and possibly reopened. Even
more so, we present the first dataset of payments routed through the network
and offer novel insights into the routing activity in the network.
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